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MOSES
Open Vs. closed source analysis

Agenda
Scope

Concepts 

DRM client architecture & POF (points of failure)

Threats:

breaking OS (robustness)

changing OS (modifying)

Open-source 

Closed-source 

Conclusions
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MOSES
Open Vs. closed source analysis

Scope of this presentation
Hardware threats  (PC as unsecure 
platform...)

Operating system features that might be 
considered threats: one process reads other 
process' memory

DRM client will try to minimize  the profit of 
breaking the DRM system, maximizing  the 
security mechanisms

Starting from that (unperfect) level of security: 
does closed-source OS provide better 
security?
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MOSES
Open Vs. closed source analysis

Concepts

Free software

Open source

Shared source

Closed source

 (Verificar aspectos mais solidos destes conceitos nos sites)

- free software: GNU and Free Software Foundation ; related with GPL

- open source:  related with ESR, Bruce Perens and doc Sealrs; open-source.org; the 
bazaar & the cathedral

- Shared source:  microsoft

- Closed-source :  source is not available, proprietary or under a NDA



- Architecture of a multimedia equipment: 3 major layers

- each one as is points-of-failure

- In this presentation we will focus on the Operating system layer threats
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MOSES
Open Vs. closed source analysis

Digital Rights Management (DRM) layer
doesn't trust on any of the layers under it

anything from / to outside world should be:
encrypted

authenticated/signed

DRM layer work as a compartment

But does the OS assure the compartment 
safeness? Yes, if it guarantees: 

robustness

unmodifiable system calls

- let's for now  analysis DRM layer

- first: it should not trust any of the layers under it; 

- so: it should encrypt / authenticate everything that enters and exit  that layer

- but  after authenticated (with code signed, ...), its components should be trustable. 
And even  if we can not relay on this assumption for some IPMP, we can run it in a 
sand box

- This way, all the DRM layer work as a big compartment  made of the cited elements 
(IPMP, engines, ...). Its  resources (memory, file descriptors, ...)  must be  
INVIOLAVEL and  the access to it  should only be accomplished through its legal 
interfaces

- BUT DOES OS assure the compartment safeness? 

- Yes if:

  - robustness –  it 's features shoudn't  be  altered  in run-time 

- unchangeable   it should not  been altered (what concerns to its system calls)
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MOSES
Open Vs. closed source analysis

Operating System threats I (robustness)

Unsecure OS:
malicious user exploit OS flaw (buffer overflow, ...) 
in order to access to multimedia content when he 
does not has permission to do so 

OS security depends on:

solid development

architecture strengths: microkernel / monolithic, user 
mode / kernel mode, ...

fast  bugs detection

bug reporting

quick issue of patches

 - 1st threat for the DRM layer is the robustness of the operating system

- In an unsecure OS, the malicious user exploit an OS flaw

- with the purpose of accessing to some multimedia content which it shouldn't be 
available to him

- So... the OS security, namely its robustness,  depends on:

- fast bugs detection – how quick  flaws are detected

- bug reporting – how effective  are the bug reports by the users

- quick issue of patches – how fast  are are bugs corrected

- solid development. .- are OS developers skillful ? Are the well 
organized in  fruitful cooperation  environment ?

- architecture strengths: the structural options  are appropriated  for 
the multimedia environment ?
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MOSES
Open Vs. closed source analysis

Operating system robustness

Open Source Closed Source

 Fast bugs detection Good Good

 Bug reporting Good Poor

 Quick issue of patches Good Medium

 Solid development Good Good

 Good architectural design Medium Medium

•

- Let  review each one of the factors that contribute for OS robustness in terms of open and closed 
source. We can think in Linux and Windows as the best representative of each filed.

(click rato)

1.- Fast bugs detection

In closed source operating systems bugs are quick detected, since the number of users are usually  
big.

In open source the bugs are also quick detected because although that are a minor number of users, 
they are usually more active.  (click rato)

2.- Bug reporting

In open source, users provide good bugs reports since they have a kind of  “relation of trust” with the 
developers. So, they fill more obliged to contribute. There is also other reason that is the users usually 
are more technical and they can provide a more accurate report of the OS flaw.

Closed source OS users provide worst bug reporting since they already had paid for the product they 
don't feel in the need of helping the developer team(click rato)

3.- Quick issue of patches

SecurityPortal accounted that Red Hat (Linux Vendor) take in average 11 days to respond with a patch 
to a discovered bug, in contrast with Microsoft that take 16,1  days ans Sun that take 90 days .

The reasons have to do with the fact that there are several different teams responsible by Linux 
services. One for the kernel, but others for the INETD, DNS, Webserver, editors,... So the bugs are 
therefore solved by different devolopers. Closed-source OS  use they own software in the core services 
of the operating system and then suffer from the overhead of manage all problems that occur.

There is other reason related with the fact that sometimes, the user submit the bug report and... the 
correction at the same time.(click rato)

4- solid development

It is a tricky matter to try to evaluate teams in those so different environments. There is a book “The 
Cathedral and the bazaar”  from Eric Raymond that argues that the Linux decentralized method is 
powerful even for huge software projects. Programmers are skillful, motivated and well organized.

But enterprise development teams are nowadays also very well prepared and with good tools for 
collaborative work. Closed source has in this sense also a solid development environment.(click rato)

5 – Good Architectural design

The structural design of the operating systems are most of the times dictated by  historical reasons 
(related with legacy) and not by rigorous evaluation of the best option.

Since Linux are in so different markets (desktop, server and embedded) the overall structure is the one 
that best fit all of them: monolithic kernel with module loading at run-time (See Linus Vs Tanenbaum 
discussion about that)). Nevertheless it could be optimized for some kind of applications (for instance, 
an embedded multimedia device).

By the other hand, closed-source software most of the times has to assure compatibility with legacy 
systems an the optimal overall design is not taken in account.
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MOSES
Open Vs. closed source analysis

Operating System threats II (modification)

Change OS source code in order to make a 

system call to have  a different behavior as 

original planned

Only feasible in open- source

There are other threats to DRM layer concerning the operating system.

In the open-source it is possible to change the code an make system calls have a 
different behavior and that way compromise the DRM  compartment (isolated).
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MOSES
Open Vs. closed source analysis

Modifying the (open-source) Operating System 

Easy to change

kernel available

good tools (IDE, compilers, documentation,...)

complex structure

Hard to disseminate:

source patch: depends on version, need to recompile

entire binary kernel: large set of files (kernel, 
modules, dependencies,...), very dependent of 
different hardware configurations

It is more or less ease to change kernel behavior since:

     - kernel is available

     - there are good tools to do so; and good documentation

     - nevertheless, it has a complicated structure so it has to be done by a skillful 
person

But even if someone change OS kernel to compromise DRM structure, he has to deal 
with the problem for replicated and disseminate.

So he has tow options:

- a source patch to kernel is disseminated to other users, but then the 
patch depends on the kernel versions and it makes necessary to recompile the kernel 
OR

- the entire kernel is distributed but that is a difficult task because implies 
to distribute a large number of files that are very related wit the hardware components, 
which implies a later configuration

... so, although it is could be a thread, there are some hard issues to deal
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MOSES
Open Vs. closed source analysis

Open source 
Good examples: 

protocols (TCP/IP stack)

programs (Apache, sendmail, BIND,...)

Security for the user or applications are 
assured:

trapdoors could be detected

will not be dependent of “one” company

Talking about the open source again, that are some good examples of open source 
solutions:

- in protocols, I referred TCP/IOP stack because is one of the most 
famous

- and, of course, a lot of  open-source software is successfully use  
nowadays,  such as Apache webserver, the number one in Internet available servers

There is other thing that should be pointed out  that is the fact that open-source allows 
the users to be sure that no backdoor exist .

At the same time,  he will not be dependent only of  “one” company ...or  rather should 
I say “dependent of that” company
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Open Vs. closed source analysis

Closed source 

security by obscurity

Kerckhoffs principle

very hard to change the operating system

DVD example

- some companies that  defend closed source  argue that since the code is not 
available that is less chance to discover  unknown bugs of the system

- this false sense of “security  by obscurity” is nowadays becoming less popular.

- nineteen century Kerckhoff's principle: we should assume that enemy know one's 
cipher system and so security should only reside on the key, can easily be transported 
to nowadays Operating System debate. With reverse engineering tools and techniques 
that is certain

- by the other side, in a closed-source perspective it is really much more difficult to 
change the operating system, although this is not an advantage if we easelly manage 
to break it.

- a bas example of a closed system is DVD, that as you know was cracked by 16 year 
old finish boy. Finland had give us so many fruitful people ...
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Conclusions
no technical evidence that open-source OS is 
unsecure (from DRM point-of-view)

industry trend toward open- source

lack of certification for open- source software  
(drivers, OS, ...); maybe through vendors or 
an independent organization

Why not use open-source?
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